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Analysis of Recent Legal Developments in Southeast Asia 
Informed Counsel

Thailand’s Amended Trademark Act
Amendments to the Trademark Act set the stage 
for Thailand to accede to the Madrid Protocol. 

Choice-of-Law Clauses
This ar cle discusses the e ect of including 
choice-of-law clauses in trademark license 
agreements in Thailand. 

Government O cer Training  
Tilleke & Gibbins held three training sessions         
to instruct government o cers on iden fying 
counterfeit products.

Update on Patent Prosecution Highway  
Thailand’s Department of Intellectual Property 
and the Japanese Patent O ce have agreed to 
con nue this pilot program.

Recordation of License Agreements
Indonesia has set out, for the rst me, 
regula ons on the procedures to record IP license 
agreements.

Myanmar’s Condominium Law  
Myanmar recently passed the Condominium Law 
to encourage real estate investment in the country.

New Cyber Security Law
Vietnam’s Law on Cyber-Informa on Security will 
take e ect this year and brings with it signi cant 
provisions. 

Electronic Payment Services
In recent months, there has been excitement 
about possible upcoming new electronic payment 
services in Thailand. 

Security Business Act  
The passing of the Security Business Act will have 
a large impact on security guards and companies 
in Thailand.

Insider Trading 
In this ar cle, we discuss Thailand’s legal framework 
surrounding insider trading.

Project Funding in Thailand
Funding from the Asian Infrastructure Investment 
Bank could assist in developing upcoming projects 
in Thailand.

Compliance and Ethics Programs
Companies doing business in Thailand can greatly 
bene t from having an e ec ve compliance and 
ethics program.

Tilleke & Gibbins Updates
Our rm has strengthened its insurance prac ce and 
received top accolades from Asian Legal Business.
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c  o  n  t  e  n  t  s
Trademark Act Amendments
Usher in Thailand’s Accession

to the Madrid Protocol 
Darani Vachanavuttivong

mendments to Thailand’s Trademark Act were published in the Royal Gazette on 
April 29, 2016. The amendments will become effective on July 28, 90 days after 
the publication date. Among the amendments is a new chapter on trademark 

registration which introduces a number of changes that set the stage for Thailand to 
accede to the Madrid Protocol in 2016. 
 The Department of Intellectual Property is currently preparing a draft Ministerial 
Regulation that will allow Thailand to become a member of the Madrid Protocol, and it 
is preparing a new team of Trademark Registrars with responsibilities to: (1) take charge 
of filing International Applications at WIPO; and (2) accept and handle examinations of 
international registrations designating Thailand from WIPO.
 The significant amendments to Thailand’s Trademark Act are discussed below.

 Sound marks. The definition of “mark” under Section 4 will include “sounds.” Sound 
marks will be registrable. (The protection of smell marks was considered in the proposed 
amendments but was not included due to conflicting opinions over their inclusion.)
 Distinctive marks. The criteria that constitute distinctiveness for different types of 
marks are clearly stated in Section 7(2), which includes shapes or three-dimensional 
objects that are not the natural shapes of the applied goods, are not functionally neces-
sary, and do not add value to the goods. In addition, sound marks must not be descriptive 
of the applied goods.
 Marks that are considered as not sufficiently distinctive may be registrable if they are 
proved to be substantially sold, distributed, or advertised in Thailand.
 Multiple-class applications. Multiple-class applications will be allowed.
 Oppositions and responses to official actions. The allowed period for responses to 
official actions and appeal petitions against orders from Registrars, the publication 
period for oppositions, and the period to file counterstatements to oppositions will be 
reduced from 90 days to 60 days.
 The allowed period for registration fee payment, however, will increase from 30 days to 
60 days. Responses to official actions regarding the assignment of marks must be completed 
within 60 days—otherwise, the application for assignment will be deemed abandoned.
 Partial assignment. Partial assignment for some or all registered goods or services 
will be allowed.
 Abolishment of requirement to register associated marks. The requirement to register 
associated marks will be abolished. All registrations of associated marks under the previous 
Trademark Act will be cancelled as if they were not registered as associated marks.
 License agreements. A license agreement will not be terminated as a result of the 
transfer or inheritance of the right of the mark for which the license agreement is made 
unless there is a provision in the agreement to the contrary.
 Expiry grace period. After the expiry date, there is a grace period of six months to 
renew the registration of a mark. A surcharge of 20 percent of the government renewal 
fee must be paid by the end of the grace period. 
 Government fees. The government fees for certain transactions have been revised. 
Government fees will not be calculated for every item of goods in filing a new application.

Continued on page 2 
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Trademark Act Amendments (from page 1)

The new government fees for filing a new application, registration, and renewal are as follows:

 Refilling. The offense of refilling has been added to Section 109/1 of the amended Trademark Act. It stipulates that a 
person who reuses or refills packaging or containers bearing another’s registered trademarks to mislead the public into 
believing that the goods are of the trademark owner will be liable for imprisonment of up to four years and/or a fine of up to 
THB 400,000.
 The amended Trademark Act introduces a new trademark filing system to prepare Thailand for its accession to the 
Madrid Protocol. The system allows trademark owners to file and protect their marks in multiple countries that belong to 
the Madrid Protocol by filing a single application. Not only does this save applicants time and costs, but it also harmonizes 
Thailand’s trademark protection procedures and system with international practices. 

New application: For goods/services of up to five items THB 1,000 
For more than five items of goods/services THB 9,000 

Registration: For goods/services of up to five items THB 600 
For more than five items of goods/services THB 5,400 

Renewal: For goods/services of up to five items THB 2,000 
For more than five items of goods/services THB 18,000 

  a

n order to receive royalties, a trademark owner may 
license out its trademark rights to another party. To 
license trademark rights, a trademark license agreement 

must be made in writing and registered at the Department of 
Intellectual Property (DIP), in accordance with Section 68 of 
the Thai Trademark Act. If a trademark license agreement is 
not registered, it will be void, according to Section 152 of the 
Civil and Commercial Code and the support of various 
Supreme Court judgments (Decisions 7770/2547, 6436/2543, 
and 6190/2550). Registration helps disclose the owner and 
origin of the goods to avoid confusion among the public.
 Sometimes the parties to a trademark license agreement 
will include a choice-of-law clause in the agreement, desig-
nating a foreign governing law. This raises a key question: 
if a choice-of-law clause indicates that a trademark license 
agreement is governed by foreign law, does it still need to 
be registered as required under Thai law? The Central Bank-
ruptcy Court recently answered this question in a case 
involving the largest amount of compensation ever requested 
in the history of the courts for breach of a trademark license 
agreement. 
 Tilleke & Gibbins’ client, a leading manufacturer and 
supplier of customized fittings and pipes, is a trademark 
owner in various countries, including Thailand. A former 
director of our client assigned its trademark to another 
party, the opposing party in this case. At a later point, the 
opposing party granted a license to our client, which became 
the licensee of the trademark. The former director and the 
opposing party included a choice-of-law clause in the agree-
ment designating English law as the governing law. The 
parties did not register the license agreement with the DIP.

 At a later point, our client underwent reorganization, 
during which it was alleged that our client had failed to 
perform its obligations under the trademark license agree-
ment. The opposing party subsequently filed a request for 
compensation arising out of a breach of the license agree-
ment for THB 6.9 billion, the largest amount of compensa-
tion ever requested in the history of the courts for breach of 
a trademark license agreement. 
 Among other defenses, our client argued that the trade-
mark license agreement was void under Section 152 of the 
Civil and Commercial Code, because it was not registered 
at the DIP in accordance with Section 68 of the Trademark 
Act. In rebuttal, the opposing party claimed that the 
choice-of-law clause in the agreement designating English 
law as the governing law meant that registration under Thai 
law was not required. 
 In Thailand, a trademark license agreement is based on the 
general legal principle of freedom of contract. The parties to a 
trademark license agreement may essentially agree on any 
term in the agreement as long as it is not prohibited by law. 
 In this case, the parties chose a foreign law to govern the 
trademark license agreement to avoid having to comply 
with requirements under Thai law. Generally, a dispute 
regarding a trademark license agreement falls within the 
jurisdiction of the Intellectual Property and International 
Trade Court. However, as the dispute in this case was raised 
while our client was undergoing reorganization, jurisdiction 
fell within the purview of the Central Bankruptcy Court. 
 The Central Bankruptcy Court decided that the trade-
mark license agreement was required to be registered in 
Thailand because the trademarks were registered and 
protected under Thai law. Because the trademark license 
agreement was not registered in Thailand, the agreement 
was void, in accordance with Section 68 of the Trademark 
Act and Section 152 of the Civil and Commercial Code. 
Therefore, the opposing party had no right to claim THB 
6.9 billion in compensation.
 Notably, the Central Bankruptcy Court did not state that 
the choice-of-law clause was invalid. Instead, the Court 
clarified that the choice-of-law clause did not serve as an 
exception to Section 68. Regardless of the choice-of-law 
clause, the trademark license agreement was still required 
to be registered with the DIP. Licensors and licensees 
should be aware of this ruling and ensure that their trade-
mark license agreements are registered in Thailand.

Trademark License Agreements in 
Thailand: Choice-of-Law Clauses 
and Registration Requirements

I

Nandana Indananda

Ploynapa Julagasigorn
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  a

n January 29, 2016, Prime Minister Prayut Chan-o-cha 
issued a statement on Thailand’s national agenda 
and the subject of intellectual property (IP). He 

emphasized the importance of IP rights and the role of Thai 
authorities in enforcing these rights, saying:

 The prime minister also indicated his support for the 
“Don’t Buy, Use, or Sell Counterfeit” anticounterfeiting 
campaign and asked for the public’s cooperation in the fight 
against counterfeit goods. 
 In support of this initiative and protecting brands such 
as Diageo, Panasonic, Toms, Victoria’s Secret, Bath and Body 

Works, Pink, La Senza, Henri Bendel, Crocs, Tra-Chang, and 
Kubota, among others, Tilleke & Gibbins held three training 
sessions to instruct government officers on how to differenti-
ate between genuine and counterfeit products. The training 
sessions aimed to:

 provide information on the characteristics of genuine 
and counterfeit products for officials to properly and 
efficiently inspect goods;

 educate government officers on how to take forceful and 
prompt action against counterfeiters and fake goods; and

 strengthen cooperation with government authorities on 
the front line of IP enforcement.

 The training sessions were held on March 21, 23, and   
24 and were attended by government officers from the 
Department of Special Investigation, Metropolitan Police 
Bureau, Economic Crime Suppression Division Police 
Bureau, Department of Intellectual Property, and the 
Customs Bureau across Bangkok, Samutprakarn, and 
Chonburi in Thailand. 
 Almost 200 enforcement officers attended these train-
ing sessions. During the training, Mr. Kitti Sutthisumpan, 
Director of Laemchabang Customs Port, said that Customs 
officers have a very limited amount of time to inspect goods 
as they pass into the country through the Port. Training 
sessions such as these allow officials to do their work more 
effectively and efficiently. 
 These training sessions provided important guidance to 
government officers as they work toward stemming the tide 
of counterfeit goods. They also serve as an important 
reminder that brand owners should protect their valuable 
IP rights to the fullest extent possible.

O
Training Government Of icers
to Suppress Counterfeit Goods

“We cannot violate other people’s intellectual property and we 
wouldn’t want other people to infringe upon our intellectual 
property either. Let’s figure out what we can do together. I’ve 
urged all government authorities involved to crack down on such 
violations. The authorities must not overlook this either. Authori-
ties must also not employ double standards on their enforcement 
and must refrain from corrupt practices; otherwise, this will result 
in further damage. Pirated goods can cause significant damage.” 

  a

n the August 2015 edition of Informed Counsel, we 
discussed Thailand’s Patent Prosecution Highway Pilot 
Program (PPH Pilot Program), in which the Department 

of Intellectual Property (DIP) and the Japanese Patent 
Office (JPO) collaborated to accelerate the patent examina-
tion process of Thai applications based on prior Japanese 
applications.
 The PPH Pilot Program was due to expire in December 
2015, and there were expectations that the program would 
be extended if it was deemed to be successful. As the PPH 
Pilot Program was found to be effective, the DIP and the 
JPO have now agreed to continue the PPH Pilot Program 
for two more years, from January 1, 2016, onward.
 Under the PPH Pilot Program, an applicant who has 
filed a patent application in Japan can accelerate the 
substantive examination of their counterpart application in 
Thailand by utilizing the examination results issued in the 
Japanese application. The first official communication from 
the Thai Patent Office, either in the form of an Office Action 
or a Notification requesting payment of the registration fee, 
can be expected within approximately six months from the 

date the request for a substantive examination under the 
PPH Pilot Program was filed.
 According to the JPO’s website, as of June 2015, 96 
patent applications were filed using the PPH Pilot Program, 
compared to 58 applications as of December 2014. And in 
our practice, we are seeing even greater interest in this 
process. In the first quarter of 2016 alone, Tilleke & Gibbins 
filed 20 new requests to use the fast-track procedure. Based 
on these statistics, Japanese applicants are increasingly 
recognizing and using the PPH Pilot Program.
 To date, 35 patent applications filed under the PPH Pilot 
Program have received a notification requesting payment of 
the registration fee. The time frame for receiving these 
notifications has varied widely—from 1 month in the quick-
est case to 21 months in the longest—with the average being 
8.4 months. Among the 64 pending cases, 10 cases received 
their first Office Action within an average of 7.9 months.
 Overall, the fast-track procedure moderately accelerates 
the substantive examination of Thai applications. The time 
to receive the notification requesting payment of the regis-
tration fee has been shortened from 3-4 years to an average 
of 8.4 months from the date of submission of the request for 
a substantive examination, along with voluntary amend-
ment of the claims to conform to the granted claims of the 
corresponding patent.
 Although the process has been accelerated, there are some 
major obstacles to the fast-track procedure, including Thailand’s 
limited number of examiners and the Thai Patent Office’s 
internal procedures. As a result, a number of applications 
under the PPH Pilot Program are still pending, which have not 
yet received any official communication from the Patent Office.
 Once these issues are rectified, the fast-track procedure 
will benefit from greater efficiency, and it would be used to 
a greater extent. We will update our readers on important 
developments in the PPH Pilot Program in future editions 
of Informed Counsel.

Update: Thailand–Japan 
Patent Prosecution Highway 

Pilot Program Extended

I

Sukontip Jitmongkolthong

Wiramrudee (Pink) Mokkhavesa

Titikaan Ungbhakorn

http://www.tilleke.com/resources/update-thailand%E2%80%99s-patent-prosecution-highway
http://www.jpo.go.jp/ppph-portal/number_pph_printpage.html
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Recordation of IP License
Agreements in Indonesia:

Analysis of the New Regulations

 

ndonesia has set out, for the first time, regulations 
on the procedures to record license agreements for 
trademarks, patents, copyright, and industrial designs. 

Although there was previously a requirement to record 
license agreements, recordation was not actually possible 
in practice due to a lack of implementing regulations and 
guidelines.  

Past Practices
 In the past, instead of recording IP license agreements, 
trademark owners would file their license agreements to 
obtain an official stamp on the documents as evidence of 
good faith. Trademark owners went ahead with filing their 
license agreements, despite the fact that it was unclear 
whether or not they were enforceable against third parties. 
Filing a license agreement, however, was not considered 
as official recordation, because the process should have 
involved: 

 making a request to record a license agreement at the 
Directorate General of Intellectual Property (DGIP); 

 paying the prescribed fees; and 
 obtaining an examination of the application to record the 

license agreement. 

 An IP license agreement would only be considered as 
officially recorded if these steps were properly taken and 
successfully fulfilled, but this was not previously possible 
due to a lack of implemented regulations and guidelines.

New Ministerial Regulation 
 In an effort to curb these problems, on February 24, 
2016, the Ministry of Law and Human Rights issued a 
Ministerial Regulation on the Requirements and Procedures 
for Recordation of Intellectual Property License Agreements 
(Ministerial Regulation). This is an important development, 
because without recordation, license holders do not have 
the right to enforce their IP rights under a license agreement 
against infringers.
 In fact, IP license agreements that are not recorded are 
not recognized by any third party. For example, a licensee’s 
use of a registered mark under an unrecorded license agree-
ment is not considered as actual “use” by the IP owner. This 
can lead to the cancellation of the trademark’s registration 
based on non-use (after three consecutive years), even if the 
mark was used by a non-recorded licensee.
 Under the Ministerial Regulation, a recorded IP license 
agreement will be valid across the entire territory of the Re-
public of Indonesia, unless agreed otherwise, for a period of 
five years. Although the licensor and licensee may agree on a 

longer term of validity, recordation of the license agreement 
would only be valid for five years, and  it must not exceed the 
term of protection of the concerned intellectual property. 
Recordation can be extended, subject to the payment of fees 
in accordance with the provisions of applicable laws.  
 In addition to licensing whole trademark registrations, 
it is possible to license part of the goods or services of a 
registration. It is also not mandatory for a licensor to grant 
an exclusive license to only one licensee—the licensor may 
continue to use the licensed IP or grant additional licenses 
to other parties, unless agreed otherwise. Sublicenses by 
licensees are also permitted. 

Requirements and Procedures 
 The Ministerial Regulation introduces a number of re-
quirements and procedures for the recordation of IP license 
agreements. Recordation can be done either electronically 
through the DGIP’s official website or by submitting a hard 
copy version of the required documents to the DGIP. 

 In addition to the basic documents that are required, 
such as a power of attorney and a copy of the IP registration 
certificate, a copy or proof of the license agreement must also 
be submitted to the DGIP. In interpreting a “copy or proof” 
of the license agreement, it is presumed that a short-form 
license agreement can be submitted instead of a copy of 
the original license agreement, in order to maintain party 
confidentiality and reduce translation costs. A short-form 
license agreement should be submitted in both English and 
Bahasa Indonesia, because under the law, Bahasa Indonesia 
is the official language for transactions and commercial 
documents.
 Under the Ministerial Regulation, the DGIP will examine 
each recordation application to determine the completeness 
of the required documents within ten working days after an 
application is filed. At this point, it is unknown whether the 
DGIP would be able to complete the examination within 
the stipulated period of ten days, because for other types of 
recordation such as Recordal of Assignment or Recordal       
of Name/Address Change, it normally takes the DGIP more 
than one year to issue a Certificate of Recordal.
 After examining a recordation application, if the DGIP 
determines that the required documents are complete, the 
Minister will record the license agreement in the General 
Register for each respective type of IP. On the other hand, 
if certain required documents are missing, the application 
will be returned to the applicant to provide the required 
documents within a prescribed period. If the deadline is 
not met, the recordation will be abandoned. It is, however, 
possible to re-file the application to record the license 
agreement, but this comes with prescribed official fees. 
 Registrants who submitted a license agreement to the DGIP 
prior to the Ministerial Regulation’s enactment should re-file 
their agreement in accordance with the new requirements 
and procedures. This will ensure greater legal certainty and 
the recognition of license agreements by third parties.

I
recordation can be done either 
electronically through the DGIP’s 
official website or by submitting a 
hard copy version

Somboon Earterasarun

Wulan Purnamasari
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n 2011, when Myanmar embarked on a series of politi-
cal and economic reforms, there was a surge in demand 
for real estate. Demand quickly outpaced supply, result-

ing in an undersupply of quality office space and housing. By 
2014, rental prices in Yangon’s prime areas had climbed to as 
high as USD 100 per square meter, rivaling those found in 
lower Manhattan and over three times those in prime areas 
of Bangkok. More recently, the combined effects of oversup-
ply and Myanmar’s undeveloped real estate laws have led to 
a softening of the real estate market, causing rental prices in 
many high-end developments to fall. 
 Recognizing the need to encourage real estate invest-
ment and to support the development of a more robust legal 
structure focused on the industry, on January 22, 2016, the 
government passed the Condominium Law. In this article, 
we provide an overview of the law and highlight areas which 
may need further refinement.

Overview
 The Condominium Law, for the first time, allows foreign 
nationals to legally purchase condominiums in Myanmar. 
Total foreign ownership in any one project, however, is 
limited to 40 percent of the total project space. The Condo-
minium Law stipulates the criteria necessary for a project to 
qualify as a condominium suitable for foreign ownership.    
To qualify under the law, a building must meet the following 
main requirements:

 The licensed developer must construct the building on a 
“collectively owned” land parcel. This is land owned by 
persons who have obtained an apartment ownership 
registration certificate. The land must be registered 
through local authorities as collectively owned land, even 
if the developers are the actual owners of the land.

 Before the project is developed, the developer must 
obtain the approval of the Ministry of Construction to 
qualify the building as a condominium. After construc-
tion is completed and the building is inspected, a 
“residence permit” must be obtained.

 The condominium must be constructed on a land mass 
of at least 0.5 acres or 20,000 feet.

 These steps apply to projects that were not in place or 
under construction at the time the law was enacted. For 
projects that were commenced or that existed before the law 
was enacted, a Special Purpose Committee has the authority 
to review and approve projects as condominiums, provided 
they meet these main requirements. To date, the process and 
timelines that the Special Purpose Committee uses to evalu-
ate preexisting projects have not been clearly outlined.
 For the first time, the Condominium Law also provides a 
legal framework allowing the financing of condominiums. 
Prior to the Condominium Law, buyers of condominiums 
paid almost exclusively in cash, as financing options were 

largely unavailable. There is no limitation on financing for 
foreign buyers, who may seek financing from abroad. How-
ever, foreign investors must purchase a condominium 
through a transfer of funds from abroad, as there is no 
current allowance for in-country payment.

Challenges
 The Condominium Law aims to establish a framework that 
promotes and facilitates foreign investment in Myanmar’s real 
estate market. Although this is an important step, there is still 
some way to go, as the law lacks clarity in certain key areas.
 It is uncertain whether existing or developing projects 
can qualify as condominiums under the Condominium Law. 
For example, there is significant uncertainty over whether 
Build-Operate-Transfer (BOT) projects, existing or currently 
under development in Myanmar, will qualify as condomini-
ums under the law.
 Many BOT projects are developed on land granted for 
use by the Myanmar government. The Condominium Law 
states that the land must be registered as collectively owned 
for the benefit of the owners, and cannot be the property of 
a department, organization, or person. The difficulty here is 
that many buildings that owners want qualified as condo-
miniums are currently being built under BOT projects on 
land which is owned by Myanmar government entities.
 There has been significant public debate over whether an 
exception should be granted to allow these projects to 
qualify as condominiums under the law. No such exception 
has been provided to date, although government officials 
have tried to assuage investor fears by saying that the minis-
tries that own the land on which these projects are built 
would have the authority to give permission to register those 
lands as required by the law. This may provide a practical 
solution, but it does not directly address this issue.
 Another issue that the Condominium Law does not address 
is whether there are any limitations on commercial use by 
foreign owners of units registered under the law, whether by the 
owner or lessee. Potential investors should consult the relevant 
authorities before committing to long-term investment in a 
commercial enterprise that involves the Condominium Law.
 In addition, while there are general provisions stating 
that there is a process through which a project can qualify as 
a condominium with the approval of a Management or 
Special Committee, the law is silent on what the process 
entails, leaving the details for development by the commit-
tees. Until this process is clarified, investors should take a 
cautious approach. This is particularly important as it relates 
to possible investment in developing or existing projects 
reviewed by the Special Purpose Committee.
 Other concerns include the fate of projects which have 
halted or have been suspended because of discovered zoning 
infringements. Zoning infringements were overlooked for 
many years, but under the new democratically elected 
government, Myanmar’s zoning laws have been more heav-
ily enforced. As a result, some high-profile projects have 
been suspended. While this is expected to benefit the 
industry in the long term, in the interim, potential investors 
should conduct thorough due diligence on a project, the 
developer, and the chain of land titles and registrations.

Outlook
 The passage of the new Condominium Law represents 
another important effort to encourage foreign investment 
and economic development in Myanmar. While it is uncer-
tain whether some preexisting projects can qualify for 
condominium classification and whether certain commer-
cial ventures will be permitted, the Condominium Law 
nonetheless opens an additional market for foreign invest-
ment in Myanmar.  

I

Myanmar’s Condominium
Law of 2016: A Foundation for

Foreign Investment

Nwe Oo

Dino Santaniello
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ietnam’s new Law on Cyber-Information Security 
(LCIS) was passed on November 19, 2015, and it 
will take effect this year on July 1. This is the first 

comprehensive law ever issued in Vietnam on the security 
of “cyber-information,” which is information exchanged in 
a telecommunications or computer network environment. 
Previous regulations on the subject had been scattered 
throughout different pieces of legislation, such as the Law on 
Information Technology; the Law on Telecommunications; 
the Law on E-Transactions; Decree 72 on the management, 
provision, and use of Internet services and online informa-
tion; the Penal Code; and information security regulations 
for specific sectors such as banking and finance. 
 The key aspects of the LCIS include assurances for the 
safety and security of cyber-information; protection of per-
sonal information in the network environment; protection of 
information systems and infrastructure; production, trading, 
and use of civil ciphers; standards and technical regulations 
on information security; provision of information security 
services; prevention of spam, computer viruses, and harmful 
software; and emergency responses.
 The LCIS retains the main principle of existing data 
privacy regulations in that the collection, processing, and use 
of personal information of an individual requires the consent 
of that person. It also reemphasizes the importance of active pre-
vention, detection, stopping, and handling of computer viruses 
and harmful software as well as the prevention and stopping of 
sabotage or use of information for the purpose of terrorism.
 The new law requires intermediary service providers (e.g., 
enterprises providing email services or transmitting and 
storing information) to have malware-filtering systems in 
the course of sending, receiving, and storing information via 
their systems and to send reports to competent state agencies 
in accordance with the law. It also requires organizations and 
individuals, within their authority and responsibilities, to 
prevent the sabotage of information originating from their 
information infrastructure, to collaborate with one another 
in identifying sources, and to counter and remedy the conse-
quences of cyber-attacks carried out via the information sys-
tems of domestic and foreign organizations and individuals.
 The new law further aims to enhance capacity-building in 
cyber-information security and encourage organizations and 
individuals to invest in and enter into joint ventures and asso-
ciations with other organizations in building higher-education 
institutions and vocational-training institutions with a view to 
training human resources for cyber-information security.
 A current problem with the LCIS is that its scope of 
applicability is quite broadly defined. Accordingly, it seems 
to pose some new requirements and challenges which could 
apply to many business operators in Vietnam. On its face, 
the law includes a number of provisions that might apply to 
many organizations that own information and information 

systems, defined as a combination of hardware, software, and 
databases for creating, transmitting, and storing information, 
among other matters, in a network environment. Needless to 
say, many businesses could fall under this broad scope. These 
provisions include the following:

 Organizations which own information must classify 
information based on varying levels of secrecy in order 
to take appropriate protective measures.

 Those collecting information are subject to inspections and 
examinations on an annual basis, and on an extraordinary 
basis when deemed necessary by the relevant state agencies.

 Organizations which own information systems must 
classify their systems according to levels of security from 
1 to 5 (with 5 as the highest level). These levels reflect 
the potential harm that a security breach could cause to 
other entities, social order, and national security, among 
other matters. These organizations must also formulate 
policies and rules to ensure cyber-information security 
when designing, developing, managing, operating, using, 
updating, or deactivating information systems. 

 Organizations which own information systems are also 
responsible for protecting their information systems, and 
must determine the security level of their information 
systems; assess and manage security risks to information 
systems; supervise, monitor, and check the protection of 
information systems; take measures to protect informa-
tion systems; comply with the reporting regime; and 
conduct activities to disseminate information and raise 
awareness about cyber-information security.

 It is not clearly defined in the LCIS as to what suffices as 
compliance for many of the aspects set out above. 
 While the LCIS retains the existing requirements that the 
production, trading, or importation of civil cryptographic 
products requires a license, it poses a new requirement for 
the use of civil ciphers (i.e., cryptographic techniques and 
products used to keep secret or authenticate information that 
is not classified as state secrets). In particular, organizations 
and individuals that use civil cryptographic products 
provided by enterprises which are not licensed to do business 
in those products must declare such use to the Government 
Cipher Committee. Certain organizations, such as foreign 
consular offices, are exempt from making this declaration. 
 The LCIS sets out regulations for new types of products 
and services: 

 Cyber-information security products, which include, 
among others: civil cryptographic products; cyber-
information security testing and evaluation products; 
and products to counter cyber-attacks and hacking. 

 Cyber-information security services, which include, among 
others: cyber-information security testing and evaluation 
services; services relating to information confidentiality 
which do not use civil cryptography; civil cryptographic 
services; e-signature certification services; data recovery ser-
vices; and cyber-attack prevention and countering services. 

 The provision of cyber-information security services 
and trading in cyber-information security products are 
subject to licensing. An importer might need to obtain a 
cyber-information security product import permit depend-
ing on its cyber-information security imports.
 While the new law is a welcome step in codifying the 
regulations on the vital issue of cyber-information security, 
it still needs further detail and guidance in several areas. 
The expectation is that subordinate legislation will soon be 
issued to clarify the practical realities of the LCIS, and will 
hopefully include a more narrow scope of applicability.

New Law on Cyber Security
in Vietnam

V

Jim Dao — –

Giang Thi Huong Tran — –

Tu Ngoc Trinh — –
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n recent months, there has been excitement about 
possible upcoming new electronic payment services in 
Thailand. Articles in the press have described a system 

that will make it possible to instantaneously transfer funds 
using only ID cards.
 From a public policy standpoint, it is challenging to 
move small payments to the electronic space. When that is 
accomplished, however, it can result in substantial benefits. 
For example, reducing the usage of cash among the public 
can reduce the yield of robberies on the street, which may 
ultimately reduce the occurrence of robberies on the street.
Bringing micropayments within the electronic realm is very 
exciting, but it is only part of what could be made possible 
under the new Payment Systems Bill. At this stage, the Cabi-
net has approved the Bill in principle, based on a version 
proposed by the Ministry of Finance.
 Electronic payment services in Thailand are currently 
regulated under the Royal Decree on Electronic Payment 
Systems issued under the Electronic Transactions Act, as 
well as under a Notification of the Ministry of Finance 
issued under Section 5 of the Revolutionary Council Decree 
No. 58. A considerable body of regulatory notifications 
exists under each of these.
 Taken together, they set out the regulatory regime appli-
cable to electronic payment services in Thailand, and this 
regime sets out different categories of electronic payment 
business, which require—variously—notification, registra-
tion, or licensure, and they also provide for promulgation of 
rules for the conduct of these types of business.
 When the Bill is enacted, it is contemplated that both the 
Royal Decree and the Notification of the Ministry of 
Finance would be repealed, as the regulatory regime would 
be consolidated under the new act.
 The new act would differentiate between electronic 
payment systems and electronic payment services. It would 
confer regulatory powers on the Minister of Finance, as well 
as the Bank of Thailand, with the Minister of Finance setting 
major objectives, and the Bank of Thailand filling in details 
and mechanics.
 It would also confer on the Bank of Thailand the author-
ity to establish and operate payment systems that are 
systemically important, and to promulgate regulations on 
operation, membership, rights and obligations of service 
providers, and handling of emergencies, etc. The Minister of 
Finance would also be given the authority to declare other 
systems as being of systemic importance.
 A key feature that would be introduced by the new act is 
clarity with respect to finality of payment. In a transfer of 
funds among two parties, finality of payment is the point at 
which the transferring party has irrevocably lost access to 
the funds, and the receiving party has irrevocably gained 
access to the funds.

 If a court can issue an order that has the effect of revers-
ing, changing, stopping, or revoking a funds transfer, this 
means that payment is not actually final. Where a bank has 
received funds and made use of them, but is then ordered by 
a court to reverse the transaction, this can create significant 
problems, and thus presents systemic risk.
 As an example, some jurisdictions feature a “zero-hour 
rule.” The Bank for International Settlements describes this 
as “a provision in the insolvency law of some countries 
whereby the transactions conducted by an insolvent institu-
tion after midnight on the date the institution is declared 
insolvent are automatically ineffective by operation of law.”
 If an institution had received funds and made use of 
them, and the transaction was then rendered invalid under 
the foregoing, this could—if the invalidated transaction was 
large enough—threaten the solvency of the receiving finan-
cial institution. This is among the reasons that several finan-
cial institutions place holds on funds received. Unfortu-
nately, holds run contrary to the instantaneous transfers 
that people expect, in modern days.
 In 2007, the IMF undertook a review of Thailand’s 
BAHTNET system. The report of that assessment—issued 
in 2008—noted that Thai law does not feature a zero-hour 
rule, but it recognized the possibility that a court could issue 
an order that, by its wording, would purport to have retro-
spective effect.
 The Bank of Thailand sought an opinion on the matter 
from the Council of State, which took the position that 
court-ordered receivership shall be effective from the 
time the order is read (i.e., without retrospective effect). 
Nevertheless, some risk remains, and so the Ministry of 
Finance and the Bank of Thailand have been working on a 
solution.
 With this in mind, the new Payment Systems Bill would 
provide that transfer, settlement, or clearing through an 
electronic payment system that was successful and effective 
by the rules of the system cannot be revoked or reversed, 
suspended, or stopped, even if ordered by a court, and even 
in the context of receivership or rehabilitation.
 Though it will be necessary to review the full text of the 
law as eventually enacted, the concept is present. Properly 
crafted, it can serve to eliminate systemic risk that would 
otherwise exist due to lack of finality of payment.
 The new act would also address criminal penalties and 
administrative sanctions. Under the old regime, because of 
the nexus of the provisions, the range of offenses and penal-
ties was limited. It appears that the new law would address 
this. A strong regulatory framework would be of benefit to 
everyone.
 Finally, the new law would address transitional matters. 
Importantly, for those who are already registered or 
licensed under the old regulatory regime, they would be 
deemed registered or licensed under the new regulatory 
regime.
 It is unclear what would become of those who have 
completed the notification process, or those who purport 
to operate pursuant to an exemption under the current 
regulatory regime, but that will likely be clarified in due 
course.
 With the Cabinet’s in-principle approval, the Bill has,    
at the same time, been referred to the Council of State        
and for review by the Ministry of Justice and the Office of 
the Judiciary. We look forward to the further develop-
ment of the law around electronic payments, in a manner 
that promotes the growth of electronic payments in 
Thailand.

I

New Payment Systems Bill
in Thailand

David Duncan

Jeffrey Blatt
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n Shakespeare’s comedy, Much Ado About Nothing, 
head watchman and malapropist Dogberry instructs 
his men that falling asleep on duty is perfectly fine and 

that they should avoid touching a criminal, lest they 
become tainted by his crimes. Now, as then, security guards 
are on the receiving end of humor, mostly undeserved. In 
Thailand, security guards are a fixture of the employment 
landscape, performing a wide variety of roles not only 
making us feel secure but often functioning as a part of an 
extended family. 
 Unlike the recent past, present-day security guards are 
primarily a private security force, regulated to varying 
degrees in different jurisdictions. The passing of the Secu-
rity Business Act 2016, however, marks a reverse in the 
privatization trend by granting the Royal Thai Police 
authority over security companies and security guards, 
including licensing of security guards and security compa-
nies, overseeing mandatory training, collection of licens-
ing fees, and monitoring of daily security company 
records.
 Licensed security guards also need to carry on them their 
official ID badge, wear their uniforms, and cooperate with 
police requests made to them while on duty. Police requests 
for assistance may be made through their employing 
security company or directly to the security guards. 

 The police authority to deputize private security person-
nel to assist in public law enforcement activities, such as 
arrests, quelling disturbances, crime reporting, and preser-
vation of crime scenes, means that security guards are now 
entrusted with much greater responsibility, requiring higher 
standards of admittance and training.
 These new standards have caused concern for security 
guards, security companies, and consumers of security 
services. Under the new Act, which became effective earlier 
this year, “licensed security personnel” must be: (i) Thai 

nationals; (ii) not under 18 years of age; (iii) must have 
completed compulsory education; and (iv) must have 
received a certificate of training. 
 The following persons are prohibited from becoming 
“licensed security personnel”: (i) alcoholics, drug addicts,   
or communicable disease sufferers; (ii) being of unsound 
mind, quasi-incompetent, or incompetent; (iii) having been 
released from prison for less than three years after commit-
ting a felony; and (iv) having had a license revoked within 
the past two years.
 Recent discussions revolve around security guards 
fearing the loss of work, should they not qualify under the 
new restrictions. Grandfathering in of existing security 
guards would assist in preventing an immediate shortage. 
Other fears of the impact of licensing fees and training fees 
on the security guards, themselves, could exacerbate any 
shortage. Security companies may, however, feel it prudent 
to absorb these fees and include them as part of the overall 
service fee hikes expected from the Act. 

 Security companies’ additional concerns include, but are 
not limited to, the reduction of available labor in the already 
tight labor market; bumping up against the Labor Protec-
tion Act when it comes to unqualified, ungrandfathered 
security staff employees; and additional administrative 
burdens. The higher base standard of security guards and 
more uniform training methods may require additional 
efforts for security companies to differentiate themselves 
from the competition.
 The consumers of security services are concerned 
mostly with the passing on of increased costs and potential 
shortages of security staff. A final group not mentioned 
above that has raised concerns are those who do not 
outsource their security and instead provide their own 
security staff—will they be deemed to be a security 
company? The answer is unclear.
 While the concerns expressed by all stakeholders are 
legitimate, most can agree that raising the standard for 
security services in Thailand is a worthy goal achievable 
though the existing provisions of the Security Business Act. 
The long-term effects of imposing reasonable minimum 
qualification standards, requiring training, and uplifting 
professionalism appear to outweigh any short-term adjust-
ments the security guard market will undergo.
 While the stakeholder concerns surrounding the 
impact of the Security Business Act are not much ado 
about nothing, as Theseus declares to Hippolyta, “or in the 
night, imagining some fear, how easy is a bush supposed      
a bear!”

The Security Business Act 2016: 
Are You Good Men and True?

I
the higher base standard of 
security guards and more uniform 
training methods may require 
additional efforts for security 
companies to differentiate 
themselves from the competition

the Security Business Act 2016 marks 
a reverse in the privatization trend by 
granting the Royal Thai Police 
authority over security companies 
and security guards, including 
licensing of security guards

David Lawrence
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ecent headlines, both in Thailand and abroad, have 
drawn attention to a spate of high-profile cases 
involving insider trading and the inadequate punitive 

action that follows. Consequently, many have called into 
question the efficacy of sanctions imposed by the Thai Secu-
rities and Exchange Commission (SEC) to deter insider 
trading. This article will look at the law surrounding insider 
trading in Thailand, how it is enforced, and whether or not 
the law is effective.  

The Securities and Exchange Act
 The Securities and Exchange Act B.E. 2535 (1992) 
clearly prohibits trading on the securities exchange or an 
over-the-counter center, whether directly or indirectly, “in 
such a way as to take advantage of other persons by using 
information material to changes in the prices of securities 
which has not yet been disclosed to the public and to which 
information he or she has access by virtue of his or her office 
or position, and whether or not such act is done for his or 
her own or another person’s benefit, or to disclose such 
information so that he or she will receive consideration 
from the person who engages in the aforesaid act.”

The Act further defines an insider as: 

 a director, manager, person responsible for the opera-
tion, or an auditor of the company;

 a person who holds more than five percent of the regis-
tered capital of the company;

 a state agency personnel, or director, manager, or officer 
of the Securities Exchange or an over-the-counter center 
who holds an office or position with access to informa-
tion which is material to changes in the price of securi-
ties; and

 any person involved in securities and/or trading securities 
in the Securities Exchange or an over-the-counter center.

 The sanctions for insider trading include imprisonment 
for a term not exceeding two years and/or a fine not exceed-
ing two times the benefit received or which should have 
been received, but not less than THB 500,000.
 The SEC also has the authority to order the offenders to 
deliver the benefit which they have gained from trading the 
securities within a six-month period from the date on which 
they gained access to the insider trading information.  
 In addition, the company may itself bring an action in 
court against directors and executives found in dereliction 
of their duties for disgorgement. A shareholder or share-
holders, having the right to vote amounting to not less than 
5 percent of the total voting rights of the company, may also 
issue a notice to the company to bring the action. If the 
company fails to bring an action within one month from the 
date of notice, the shareholder or shareholders may bring an 
action on behalf of the company.

Enforcement of the Law
 The Securities and Exchange Act only has criminal 
penalties, and the SEC’s role is limited to the preliminary 
stage of investigation. The SEC determines whether to refer 
the matter to the Settlement Committee or to the police for 
criminal prosecution. 
 Offenses that the SEC deems are compoundable and are 
not far-reaching in effect are referred to the Settlement 
Committee, which has the authority to criminally fine 
insider trading offenders. The Committee is comprised of 
three persons appointed by the Minister of Finance, one of 
whom is an investigating officer under the Criminal Proce-
dure Code. A case is regarded as settled once the offender 
has paid the fine within the specified period of time.   
 Offenses that the SEC deems to be non-compoundable, 
or where settlement could not be reached or the matter has 
far-reaching social effect, are referred to the police. The SEC 
does not have power to initiate criminal proceedings against 
wrongdoers in its own name—it has to file a criminal 
complaint with the Royal Thai Police for further investiga-
tion according to the Criminal Procedure Code. After the 
investigation is completed, the investigating officer will issue 
an opinion to the public prosecutor, making a recommenda-
tion for or against prosecution. If the prosecutor ultimately 
decides to prosecute, the matter will go to trial. Only when 
the case is filed with the Criminal Court are the wheels of 
criminal justice set in motion.  

How Effective Are the Laws?
 The SEC tends not to pursue criminal proceedings 
because of the lengthy criminal process, which may not even 
result in prosecution if the prosecutor or the court does not 
share the SEC’s views. In fact, out of the 47 insider trading 
cases reported by the SEC between 2009 and 2015, only 8 
criminal complaints were filed, and only 2 cases eventually 
went to trial. The Criminal Court imposed a fine of approxi-
mately THB 1.25 million in one case, and a jail sentence and 
fine in the other.  
 The SEC is aware that criminal sanctions alone are not 
enough for certain types of economic crime. It also recog-
nizes the need for Thailand to align its enforcement mecha-
nisms with other ASEAN countries in preparation for the 
ASEAN Economic Community. In this context, proposals 
have been made to amend the Securities and Exchange Act 
to contain civil sanctions for unfair trading practices. These 
civil sanctions include: 

 monetary penalties; 
 disgorgement; 
 reimbursement to the SEC Office for its investigation 

costs; and 
 suspension of securities trading in the Securities Exchange 

for a period not exceeding five years.  

 A “Civil Penalty Committee,” comprised of indepen-
dent experts appointed by the Minister of Finance, would 
have the authority to impose civil penalties. The SEC 
Secretary-General recently suggested that the penalties may 
also include banning perpetrators from holding manage-
ment positions in any securities-related company.  
 In the context of the recent increase in public aware-
ness on this issue, there may be an impetus for hastening 
legal reform. The penalties for insider trading are currently 
inadequate, and urgent reform is needed to instill greater 
deterrence. 

Insider Trading: Time for Urgent 
Reform and Stricter Penalties

R

Cynthia M. Pornavalai
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hailand’s current infrastructure needs are well 
known to policy makers. The development of urban 
and inter-city rail links, telecommunication 

networks, and renewable energy projects are some of the 
areas in need of investment, as identified by government 
agencies. Much of the infrastructure development over the 
next decade will be capital intensive, meaning that funding 
from the Asian Infrastructure Investment Bank (AIIB) 
could assist in developing Thailand’s various upcoming 
projects.
 The AIIB is a multilateral development bank with a 
stated purpose to “foster sustainable economic develop-
ment, create wealth, and improve infrastructure connectiv-
ity in Asia by investing in infrastructure and other produc-
tive sectors.” The AIIB’s Board of Directors held its inaugu-

ral meeting in January, where it adopted a number of 
policies on financing, pricing, and procurement. These 
policies provide an outline of how the AIIB will select 
projects to invest in, and the form that these investments 
will take. 
 The AIIB’s Articles of Agreement, which has been signed 
by the representatives of 57 Member States (Members), is the 
Bank’s basic constitutional document from which the AIIB’s 
governing bodies, such as the Board of Governors, the Board 
of Directors, and the President, derive their operational 
authority. Article 11 of the Articles of Agreement permits 
the AIIB to carry out its investment activities by participat-
ing in direct loans, making equity investments and guaran-
tees, and undertaking other forms of investment activities.
 The Operational Policy on Financing (Policy), which 
was adopted by the AIIB’s Board of Directors on January 17, 
2016, outlines the Bank’s financing policies. Among other 
things, the Policy sets out the following conditions which 
must be satisfied for the AIIB to invest in a particular 
project:
 

 The project must have clearly defined development 
objectives consistent with the Bank’s stated purpose, and 
those objectives must permit appropriate evaluation of 
the project’s impact.

 The project must provide for specific productive activi-
ties necessary to meet the development objectives. 

 Alternative sources of finance, particularly private 
capital, must not be available for the project on terms and 
conditions that the AIIB considers reasonable. 

 The project must comply with the other requirements of 
the Policy and other AIIB policies.

 
 Broadly, the AIIB’s financing activities can be broken 
down into sovereign-backed financing and financing which 
is not sovereign backed. Sovereign-backed financing means 
either a loan to a Member; a loan which has been guaran-
teed by a Member; or a guarantee that covers debt service 
defaults under a loan that are caused by government failure 
to meet a specific obligation in relation to the project or by a 
borrower’s failure to make a payment under the loan, and is 
accompanied by an indemnity by the Member to the AIIB. 
Nonsovereign-backed financing is any financing that does 
not fall within the definition of “sovereign-backed financ-
ing,” as outlined above.
 In determining whether to grant sovereign-backed 
financing, the AIIB will assess whether the project’s impact 
on the Member’s fiscal sustainability is acceptable. The AIIB 
will place significant weighting on the debt sustainability 
analyses conducted by the International Monetary Fund 
and the World Bank. The AIIB will also assess whether the 
project contains acceptable oversight arrangements which 
provide reasonable assurances that the financing proceeds 
will only be used for the purposes of the financing. 
 The Policy also outlines terms and conditions which 
must be included in the transaction documents for loans, 
including specific remedies, external debt reporting, and 
adherence to the General Conditions as stipulated by the 
AIIB’s Board of Directors from time to time. Significantly, 
the AIIB will not generally require specific security from a 

loan recipient that is a Member, though it may require security 
if it is required by a co-financier. Loans to non-Members may 
require security.
 The Policy provides the AIIB with significant leeway 
when granting nonsovereign-backed financing, although it 
explicitly states that market-based principles will be applied. 
Loans may be granted to project companies on a limited 
recourse basis or directly to the project company’s sponsor 
(usually, the majority shareholders of the project company). 
The Policy stipulates that loans will be based on standard 
template term sheets, loan agreements, and other relevant 
financing documentation.
 Provided that the investment conditions are acceptable, 
the Policy permits direct equity investments from the AIIB 
to either public or private sector companies. This form of 
investment may be particularly beneficial if the registered 
share capital of the project company must exceed a certain 
threshold.
 Thailand has ambitious infrastructure goals that it aims 
to achieve in the next decade, and meeting these goals will 
require substantial capital investments. The AIIB is a poten-
tial source of funding for these projects, particularly when 
private capital is insufficient. In addition, since the AIIB will 
be investing in infrastructure projects throughout Asia, 
Thailand stands to gain from the knock-on effects of 
improved infrastructure in neighboring countries.
 As the AIIB begins the process of approving investment 
plans for specific projects, it will be important to watch how 
the Policy is implemented in practice.

Impact of the Asian
Infrastructure Investment

Bank’s Operational Policies

T

loans may be granted to project companies on a limited 
recourse basis or directly to the project company’s sponsor 

David Beckstead
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ompanies and the people that run them are subject to 
an increasing array of local and international regula-
tions. Running afoul of these regulations can lead to 

corporate scandals that hurt a firm’s reputation and cause 
lasting damage. A compliance and ethics program can help 
ensure that an organization operates within the law and 
stays true to its own ethical principles that are important to 
the company’s business and identity. And just as signifi-
cantly, a compliance program can demonstrate to a 
company’s employees and the community that the organi-
zation is committed to doing business the right way. For 
these reasons, companies doing business in Thailand can 
greatly benefit from having an effective compliance and 
ethics program.
 Since compliance departments do not generate revenue, 
it can be tempting to dismiss compliance as a back-office 
drain on costs. This would be short-sighted. A compliance 
breach has the potential to do significant damage, or in 
worst case scenarios, even destroy a company (as famously 
happened to Enron Corporation). Reputations that may 
have taken decades to cultivate can be destroyed with a 
single headline (the Volkswagen emissions scandal being an 
example). Recovering from these failures costs organiza-
tions time and money. And in many cases, the long-term 
damage is far more costly than the resources necessary to 
fund and operate an effective compliance program.
 One common compliance area is anti-corruption. The 
U.S. government is actively pursuing companies and 
individuals for violations of the Foreign Corrupt Practices 
Act (FCPA). The FCPA, among other things, penalizes the 
bribing of non-U.S. government officials. The United States 
is not the only country pursuing anti-corruption cases. The 
United Kingdom has its own prohibition on bribing foreign 
officials, and similar legislation is also being considered in 
other countries. Organizations that are subject to the FCPA 
and the U.K. Bribery Act and operate without an effective 
compliance program do so at their peril.
 Thailand also has its own stringent anti-corruption laws. 
Under last year’s amendments to the Organic Act on 
Counter-Corruption (OACC), a company can be held 
criminally liable for the corrupt activities of its employees, 
agents, consultants, and other people associated with the 
company. Importantly, the OACC also contains a provision 
stating that a company’s criminal liability can depend on 
whether it failed to implement “proper internal measures” 
to prevent the bribe. While the law does not state what 
internal measures would be acceptable to limit or exclude 
liability, it is presumed that a robust compliance program 
would reduce the likelihood of liability.
 Other common compliance areas include antitrust, 
money laundering, environmental considerations, labor, 

human rights, and computer crime–related issues. Indeed, a 
central component in any compliance program is to address 
the right risks. For example, an apparel company with an 
extensive supply chain may face risks associated with labor 
rights abuses, while a bank will be more focused on money 
laundering.
 The first step for any compliance program is for the 
company to actually want it. No compliance program can 
effectively function without the full and sincere commit-
ment of the organization’s leadership. Engagement by         
the board of directors and senior management will set the 
tone for the rest of the organization. In short, if the leaders 
do not care about compliance, neither will the employees.
 The second step is for the organization to prepare a 
written set of policies and procedures, including a code       
of conduct. These internal rules should apply to every 
member of the organization, from the cleaners to the CEO. 
Discriminatory application of the company code will 
render the most well-written code ineffective. An effective 
code will also apply to the organization’s partners, such as 
vendors, suppliers, and contractors. The code should be 
easy to read and understand. It should also be specifically 
tailored to the organization, its industry, and its corporate 
identity.
 After the code of conduct is prepared, it should be 
communicated effectively to the organization. The best 
way to achieve this is by training. The training should 
establish that the company’s standards are not just 
theoretical—they should be integrated into daily work. Just 
having the code is not good enough. It has to be followed 
for it to work.
 Training should not be viewed as a single exercise. It 
should be regularly provided so it never becomes stale. 
Additionally, everyone in the organization should be 
required to attend the training, including senior manage-
ment. With this in mind, the training should be tailored 
for different employees. The risks confronting a sales 
manager will be different from those encountered by           
a CEO.

 
 In conclusion, regulatory and reputational risks are a 
part of doing business. How an organization handles those 
risks can mean the difference between success and failure. 
In some cases, it can even mean the difference between 
prison and freedom. Compliance programs help an orga-
nization prevent the problem from occurring in the first 
place. And just as important, they can enable a company  
to instill an ethical culture within the organization. The 
positive effects of having honest employees go far beyond 
compliance.     

C

The Importance of an Effective 
Compliance and Ethics Program 

no compliance program 
can effectively function 
without the full and sincere 
commitment of the 
organization’s leadership

John Frangos
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Asian Legal Business has named Tilleke & Gibbins as the “Employer of Choice” for 2016 
in both Thailand and Vietnam. For Thailand, this is the fourth consecutive year that our firm 

has won the award, and for Vietnam, this is the third time in the past four years. 

The rankings were determined through market analysis and feedback from thousands of law firm employees across 
Asia, and they were based on factors such as job satisfaction, remuneration, work-life balance, career prospects, 
mentorship, and job security, among other aspects.

The editorial described Tilleke & Gibbins as “a great place to work, with incredibly talented colleagues and a chance 
to represent some of the best clients in the world.”
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Asian Legal Business: 
Tilleke & Gibbins’ IP Practice Receives Tier 1 Rankings 

Tilleke & Gibbins has bolstered its corporate and insurance practices with the hiring 
of Athistha (Nop) Chitranukroh, Of Counsel in the firm’s Bangkok office. Athistha 
joins Tilleke & Gibbins from American International Group (AIG), where she oversaw 
all operations within the legal department in Thailand in her role as Senior Vice          
President – General Counsel. Prior to joining AIG Thailand, Athistha was a counsel 
member of the AIG Asia Pacific – Regional Legal Team based in Singapore. Within the 
AIG group, Athistha was responsible for a wide range of Southeast Asia and Thailand 
legal and regulatory issues, and she led significant restructuring, business expan-
sion, and shared service projects. 

In her role as Of Counsel in Tilleke & Gibbins, Athistha focuses on a full range of 
insurance work, including licensing and regulatory compliance, market entry and 
regional operations, policy wording and drafting, underwriting risk assessment, 
distribution and commercial agreements, and other related matters. Beyond her 
insurance-focused work, Athistha serves as a member of Tilleke & Gibbins’ regional 
corporate and commercial team, advising on mergers and acquisitions, corporate 
restructuring, and other strategic transactions.
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In Indonesia, only two other firms received a Tier 1 
ranking for patents, and three other firms received Tier 
1 rankings in trademarks/copyright. To determine the 
rankings, researchers at ALB considered factors such 
as firm visibility and profile in the region, work under-
taken by firms, key personnel hires, client base, pres-
ence across Asia, feedback from interviews, editorial 
resources, and general market research.

In the latest annual IP rankings released by Asian 
Legal Business magazine, a publication owned by 
Thomson Reuters, Tilleke & Gibbins received “Tier 1” 
rankings for “Patents” and “Trademarks/Copyright” 
in the following jurisdictions:
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